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Data Donation (DD)

• Active consent to provide researchers with digitally collected personal 
data (digital platforms, apps and wearables, IoT, etc.)


• Often generated for purposes other than research

• Possible due to GDPR: individuals have access to a copy of their personal 

data  

	 	 	 Representativity concerns: 

• coverage (not everyone has data to donate)  

• willingness (not everyone wants to)

• participation (not everyone shares) 




Motivation to donate & reasons against DD 

• 54% likely to donate for health research, 31% not likely (Skatova & Goulding 2019)

• 40% of fitness tracker owners willing to donate (Toepoel et al. 2021)

• 30% share Facebook data, 24-40% Twitter data, 60% Spotify (Silber et al. 2021)


+ Prosocial behavior (Skatova & Goulding 2019)

+ Insight into own results / quantified self (Bietz et al. 2019)

- Not gaining direct benefits from data donation (Skatova & Goulding 2019)

- Need to know the consequences of donation (Skatova & Goulding 2019)


• Similar to reasons to share/not share sensor & app data 

• Privacy concerns may play a role (e.g., for apps/sensors: Keusch et al. 2019; Struminskaya et al. 2020; 

Struminskaya et al. 2021)



Similarities to mechanisms of willingness to 
share and sharing of app and sensor data
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Keusch et al. 2019
• Willingness to share (WTS)

• Nonprob. panel (DE) 

2 waves

• Download tracking app

• Vignettes w rand. assig.: 

Sponsor 
Autonomy over data 
collection 
Duration 
Topic 
Incentive 
Questions in-app


• Randomized order of 
vignettes


• Privacy concern, tech skills, 
prev. exp., survey exp.

Struminskaya et al. 2020
• Willingness to share (WTS)

• Prob. LISS Panel (NL) 

2 waves, RR1 = 89%, 84%

• Share GPS, photos, video

• Vignettes w rand. assig.: 

Sponsor 
Autonomy over data collection 
Benefit framing 
Confidentiality assurance


• Randomized order of tasks

• Privacy concern, tech skills, 

prev. exp., survey exp. 

Struminskaya et al. 2021
• WTS & actual sharing

• Cross-section* (NL) 

COOP2=54%

• GPS, photos, video; no app

• Requests with rand. assig.: 

Autonomy over data 
collection 
Benefit framing 
Confidentiality assurance


• Fixed order of 
measurements


• Privacy concern, tech skills, 
prev. exp., survey exp. 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Implementation (Struminskaya et al. 2021)
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privacy explanation
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Keusch et al. 2019
• Willingness to share (WTS)

• Nonprob. panel (DE) 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• Download tracking app
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• Willingness to share (WTS)

• Prob. LISS Panel (NL) 

2 waves

• Share GPS, photos, video

• Vignettes w rand. assig.: 

Sponsor 
Autonomy over data collection 
Benefit framing 
Confidentiality assurance


• Randomized order of tasks
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• WTS & actual sharing

• Cross-section* (NL) 

• GPS, photos, video; no app

• Requests with rand. assig.: 

Autonomy over data 
collection 
Benefit framing 
Confidentiality assurance


• Fixed order of 
measurements


• Privacy concern, tech skills, 
prev. exp., survey exp. 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Willingness and actual sharing (Dutch cross-section)
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Participation rate GPS: 45.6%; n=1883 Dutch smartphone and tablet users

(Struminskaya et al. in 2021)



Hypothetical willingness & Order effects
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% Willing to share GPS:


• If asked first: 41% 


• If asked last: 26% 
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Hypothetical willingness to share sensor data
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Hypothetical willingness to share sensor data

Overall, randomized order Order: GPS, Video, Photo house, Photo self

Order effect: Average marginal effect +5.6 p.p

(Struminskaya et al. 2020)



Willingness mechanisms 

Predictors Sharing

Order (asked first) 0.02 **

Sponsor University 0.09***

Sponsor Market Research n.s.

Benefit framing –0.02*

Autonomy over data collect. n.s.

Privacy n.s.
n=2,669; Average marginal effects;  
covariates not shown

Predictors
WTS 
GPS 

Share 
GPS

Share 
video 

Share 
photo 
house

Share 
photo 
receipt

Share 
photo 
self

Benefit 
framing 

n.s. n.s.
 n.s.
 n.s.
 n.s.
 n.s.


Autonomy 
over data 
collection

.11*** -.06* n.s.
 n.s.
 .04* n.s.


Privacy n.s. n.s. n.s. n.s. n.s. n.s.
n=1,853; Average marginal effects; covariates not shown

In all 3 studies: sig. effects of smartphone use behaviors, mixed findings about the effect 
of privacy concerns, attitudes toward surveys, prior app download 

11(Struminskaya et al. 2020, 2021)



Concern by Type of Collected Data

12(Struminskaya & Keusch in prep.)



Selectivity in data donation in the AWeSome 
Study
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Is there selectivity in DD of social media data?

• Project AWeSome (Adolescents, Well-being, and Social Media) by 
University of Amsterdam


• Topics: social media use, well-being, social relationships, self-regulation


• Teenagers 13-15 yo in the Netherlands, recruited f2f at school, parental 
consent provided (N = 388)


• Asked to participate in: 
- surveys (16 biweekly, 6 months)  
- ESM (6 per day 7 days) 
- donate Instagram data  
(raw, deidentified pre-analysis)



(1) Who donates data? 

• 312 (80%) have at least one Instagram account 

• 100 (32%) donated Instagram data

• 4 participants donated who said they don’t have Instagram (n = 316)

Disclosure & secrecy 
(teens tell parents what 
they do on SM)  
predictive of DD 
(p=.005)




(2) Who donates data? 

Self-esteem somewhat 
lower for those who 
donate (p=.027)

37% of females 
donate data vs.  
27% of males (p=.04)



(3) Who donates data? 

Prior participation is 
predictive of 
donation 
(p=.004 & p=.007)



Summary so far
• Decisions about sharing seem to be situation-

specific, nuanced

• Hypothetical behavior (willingness) differs from 

actual participation behavior

• The nature of the task is relevant

• Clear communication of who asks to share & for 

what purpose 

• Balance between maximizing sharing and 

providing detailed information about the data 
(“backfire effects”)


• Ceiling effects possible due to loyalty, trust in 
sponsor “Is this your current 

location? Yes/No”
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Privacy-preserving Data Donation Workflow 

Boeschoten et al. (2020)  



Google Location History data donation pilot
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DD locally processed Google Location History 

• Pilot study w/friends, 
colleagues, family  
(n about 50)


• Goal: test the workflow 
including ERB, preformance of 
the local processing 


• Extracted number of hours/km  
travelled in different modes


• Intake survey

• Data Donation

• Evaluation survey



Intake survey

• Smartphone type

• Smartphone use behaviors  

(idle/leaving at home, etc.)

• Hours biking/vehicle travel/public 

transport/on foot/still during the week

• Hours biking/vehicle travel/public 

transport/on foot/still during the weekend

• How worried about privacy

• Frequency of using location-aware apps

• Self-rated smartphone skills

• Basic demographics

https://
survey.uu.nl/
jfe/form/
SV_afxB0W3X
0xZ0kDA 



Donation
https://
eyra.co/data-
donation/
pilot/donate/
000001




Evaluation survey

• Difficulty to understand 
instructions


• Difficulty of upload /

• Reasons for not uploading

• Technical difficulties

• Android OS version

https://
survey.uu.nl/
jfe/form/
SV_aeFIXlMaK
K7wZkq 



Ethical Review Board Clearance (for the pilot)

• Iterative process

• Took about 7 weeks to address

• Examples of requests for clarification:


• Whether the data is anonymized/pseudoanonymized 

• Only to state that the data is anonymous during publication/archiving, not for 

any of the surveys or the donation

• As there is more data in the package that the subject uploads to the data 

donation environment ➝ Who is responsible for the data in that step (UU/ 
Eyra)? How are the risks minimized during that step? (DPIA)



Future steps

• CentERpanel methodological 
study (Google Location 
History)


• Alternative visualization  
(transparency / usability)


• Randomized experiments on 
visualization & amount of 
info presented /consent 



Thank you!

Contact:

b.struminskaya@uu.nl

https://bellastrum.com

@bellastrum 

A.D. Thompson, The New Yorker
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